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Quick managed security services Overview

� Managed Intrusion Detection/Prevention Service

Managed Firewall� Managed Firewall

� Security Assessment

� Policy Compliance Audit      



What Strategies can I implement to help 

provide end to end protection and 

maximum performance for my network ?maximum performance for my network ?



C I A

• CONFIDENTIALITY

• INTEGRITY

• AVAILABILITY



Threat Management Services   (CIA)

• Perimeter Security

• Intrusion detection

• Investigation and forensics

• Privacy/Confidentiality/Integrity

• Auditing/Logging and Alerting

• Operating system hardening• Operating system hardening

• Application and database security

• Physical Security

• Data Management ( Defining critical asset )

• Separation of responsibilities

• Authentication and encryption

• Training



FACTS FROM SANS

www.sans.org/reading_room/whitepapers/threats/syste

m-persistent-baseline-automated-vulnerability-

scanning -response-distributed-univ_1886

• Automated Vulnerability Scanning in a distributed • Automated Vulnerability Scanning in a distributed 

Environment test

• The slammer worm doubled in size every 8.5 secs and 

was able to reach its peak in 3 min conducting 55 

million scans per second to seek victims.



Technologies Behind managed security 

services

• SIEMS – Unified platform to provide clients with a   

range of services

• ISMS - Set of policies concerned with information• ISMS - Set of policies concerned with information

security management or IT related risks.



SECURITY INFORMATION EVENTS 

MANAGEMENT (SIEM)

• Performs four unique functions for the SOC:
– Security Event Management

– Log management

– Customer Reporting– Customer Reporting

– Network Forensics



Security Event Management

•Primarily supports the 
Managed Intrusion 
Detection Service (MIDS)

•Incoming security alerts are 
processed, prioritized, 
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processed, prioritized, 
persisted (database), and 
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•Events are highlighted by 
severity and can be 
managed and researched 
by analysts to make 
security assessments
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Customer Reporting

•Daily, weekly, and 
monthly reports are 
generated for all 
customer devices

•Reports are drawn from 
firewall and IDS 
events stored in the 
NSM database

• Elements to develop 
business intelligence  



Network Forensics

•Security analysts utilize a 
myriad of data sources, 
including IDS alerts, 
firewall logs, router logs, 
host-based messages, and host-based messages, and 
network session logs

•Automated and manual 
correlation aids 
investigation, reduces 
false positives, and 
provides better reporting 
to customers



Network Forensics Investigation

• Packet Analysis

• Investigation



DEEDOC MANAGED SERVICES OFFERING

• 24/7 Real-time monitoring service

• Reduce the need to hire, train a security professional

• Helping to prevent costly security and compliance 

breach with continuous monitoringbreach with continuous monitoring

• Alerts and assistance with incident response

• Highly qualified security experts &  internet engineers

• ICT Control Audits

• Information Security Assessments

• Audits and compliance assessments



Other Aspect of Deedoc Managed Security 

Offering

• Physical and environmental Security assessments

• Administrative Reviews

• Audits, Risk management and Compliance

• Business Continuity and data availability• Business Continuity and data availability

• IT Control Audit

• Penetration and vulnerability testing and assessment

• Electronic Data management and E-Recovery services 

• Systems and Network Forensics



MAJOR COMPROMISES & ATTACKS IN 2011

• Some examples:

• RSA

• CITI

• PLAYSTATION

• BESTBUY

• CHASE

• UNIVERSAL MUSIC STUDIO

• DATA SECURITY BREACH AT SK COMM. SOUTH KOREA

• ZIMBABWE STOCK EXCHANGE HACKED

• AVENGE ASSANGE BY ANONYMOUS (Operation Payback)



IS INFORMATION SECURITY PURELY

A TECHNOLOGICAL ISSUE ?

ICT Security has evolved : Cyber warfare and attacks have been
Growing for many reason today:

� Social an cultural  (Anonymous – Group)� Social an cultural  (Anonymous – Group)
� Religious
� Espionage
� Economic
� Criminal
� Script kiddies 



WHAT IS DEEDOC/CNC OFFERING TO ITS 

CUSTOMERS

• Open Source project dedicated to helping organizations 
understand and improve security provisions

• Do you want to maintain control of Business-Critical 
Systems?

• Do you want to Integrate information security into business • Do you want to Integrate information security into business 
process.

• Cost cutting security management overview

• Average analyst security experience of 5 yrs with security 
certifications such as CISSP,CRISC,CCNP.

• Security from a global perspective and not just technology

• A driven partner, proactive with 24/7 support


